The following changes are expected before the website
demo meeting:

e Maharashtra Cyber Logo
e “Maharashtra Cyber” instead of “Mumbai Cyber”
e Report Financial Identity Theft / Phishing Incidents (Heading)

e Sub Tab 1) Type of Fraud
- Phishing Website/SMS/Contact Number (mandatory)
- Mode of contact (mandatory),
- Time of fraud (optional),
- Time when fraud detected (mandatory),
- Institution being phished (optional),
- What losses did you suffer?
- Media Attachments (optional)
- Do you have other details of Scammer [checkbox] (optional)
-> |f yes, Name, Age, Sex, Email, Contact Number, Address, Pin
Code (all optional)
- Comments (optional)

e Sub Tab 2) Personal Information
- Complainant’'s Name (mandatory),
- Age (mandatory),
- Sex (mandatory),
- Email (mandatory),
- Contact Number (mandatory),
- Address (mandatory),
- Pin Code (mandatory),
- Nearest Police Station (optional),
- Institution (optional),



- Comments (optional).

e Sub Tab 3) Review & Submit
- Do you give permission for your personal information in this complaint to
be shared with other agencies working with this unit? (mandatory)
- Review your submission
- Validate entry though the latest Captcha mechanism (mandatory)
- Make user agree to Terms & Conditions through a checkbox (mandatory)
- “| realise that this is ( or is not equivalent to ) an FIR” [checkbox]
(mandatory)

e Post submission, a standard message along with Complaint ID for the
complaint to be submitted. The report should be sent on the
complainant’s email as-well-as intimation on phone.

e Main tabs expected on the website:
- Home
- About Us
- About Anti-Phishing Unit
- About Maharashtra Cyber
- Partners
- Join the Initiative
- Sponsored Solution
- FAQs
- Language Selection Box

e An Admin Panel for the Unit Personnel, as was discussed in the
meeting. It must show:

- List of Complaints registered along with Complaint ID, Complaint Status
and ‘Update Complaint’ button. On clicking, detailed complaint information
must be available along with ability to send complainant a message
through email and phone.



- ‘Update Complaint’ button must be able to update Complaint Status.

- Filters in the main Complaint list according to input entries & a Search
Option.

- Ability to generate case reports from a ‘from date’ to a ‘to date’ that can
be entered by the user

- Dashboard Tab, that will have show multiple information as requested
through various categorical filters in graphical form



